DATA PRIVACY AGREEMENT
This Data Privacy Agreement ("Agreement") between ____Baldor Electric Company___ ("COMPANY") and _________________________________ (“Service Provider”).  Service Provider agrees that it shall comply with the following provisions with respect to all “Personal Information” collected, used, transmitted or maintained by Service Provider for COMPANY and its affiliates.  This Agreement stipulates privacy, confidentiality, and security requirements for purposes of compliance with applicable privacy, security and data protection laws.
1. Definitions
1.1
 “Personal Information” means any and all data (regardless of format) that (i) identifies or can be used to identify, contact or locate a natural person, or (ii) pertains in any way to an identified natural person. 
1.2
 “Processing” means any operation or set of operations which is performed upon Personal Information, whether or not by automatic means, such as collection, compilation, use, disclosure, duplication, organization, storage, alteration, transmission, combination, redaction, erasure, or destruction. 

1.3 “Sensitive Personal Information” is a subset of Personal Information, which due to its nature has been classified by law or by COMPANY policy as deserving additional privacy and security protections.  Sensitive Personal Information consists of: (i) all government-issued identification numbers, (ii) all financial account numbers (including payment card information), (iii) individual medical records and biometric information, (iv) dates of birth; (v) individual health insurance information, (vi)  all other data obtained from a U.S. consumer reporting agency, (vii) data elements revealing race, ethnicity, national origin, religion, trade union membership, sex life or sexual orientation, and criminal records or allegations of crimes of EU residents, and (viii) any other Personal Information designated by COMPANY as Sensitive Personal Information. 

1.4  “Processing Services” means any and all services provided by Service Provider under the Agreement that involve Processing of Personal Information.
2. General Obligations
 

2.1
 Service Provider will Process Personal Information only as authorized and as necessary to perform the Processing Services. 

2.2
 Service Provider shall immediately inform COMPANY in writing: (i) if it cannot comply with any material term of the Agreement regarding the Processing Services.  If this occurs, Service Provider shall use reasonable efforts to remedy the non-compliance.  COMPANY shall be entitled to suspend the communication of Personal Information and to terminate any of Service Provider’s further Processing of Personal Information; (ii)  of any request for access to any Personal Information received from an individual who is (or claims to be) the subject of the data; (iii) of any request for access to any Personal Information received by Service Provider from any government official (including any data protection agency or law enforcement agency); (iv) of any other requests with respect to Personal Information received from COMPANY’s employees or other third parties, other than those set forth in the Agreement.  Service Provider understands that it is not authorized to respond to these requests, unless explicitly authorized by COMPANY or the response is legally required under a subpoena or similar legal document issued by a government agency that compels disclosure by Service Provider.

2.3
 If the Processing Services involve the collection of Personal Information directly from individuals, Service Provider will provide the individuals with a clear and conspicuous privacy notice, which notice shall be approved by COMPANY.

2.4
 Service Provider shall not transfer the Personal Information across any national borders or permit remote access to the Personal Information from any employee, affiliate, contractor, or other third party outside of the country unless: (i) it is necessary to perform the Processing Services; and (ii) Service Provider has first entered into a written confidentiality and security agreement with such employee, affiliate, contractor, or other third party.  Such agreement must be consistent with (and no less stringent than) the confidentiality and security obligations undertaken by the Service Provider in this Agreement.  Service Provider shall be liable to Company for any breach of confidentiality or security by any such employee, affiliate, contractor, or other third party.
2.5
 Service Provider shall cooperate with COMPANY and with its affiliates and representatives in responding to inquiries, claims and complaints regarding the Processing of the Personal Information.
2.6
 Service Provider’s Processing shall comply with all applicable privacy and data security laws and regulations.

3.
Confidentiality; Data Access and Disclosure 

3.1
 Personal Information is considered Confidential Information of COMPANY and Service Provider must maintain all Personal Information in strict confidence. 

3.2
 Service Provider may disclose Personal Information to its employees and workers, but only to the extent such individuals: (i) require access to the Personal Information to perform the Processing Services; (ii) have been subject to an appropriate background investigation whose results were acceptable; (iii) have been trained on the privacy, confidentiality and security requirements related to the Personal Information; and (iv) are subject to an appropriate confidentiality agreement.
3.3
 Service Provider shall not disclose, transmit, or otherwise make the Personal Information available to third parties (including subcontractors) unless: (i) such Processing is required to perform the Processing Services or has been explicitly authorized by COMPANY in writing; and (ii) Service Provider has first entered into a written confidentiality and security agreement with such third party.  Such agreement must be consistent with (and no less stringent than) the confidentiality and security obligations undertaken by the Service Provider in this Agreement.  Service Provider shall be liable to Company for any breach of confidentiality or security by any such third party.

4.
Information Security Requirements 

4.1
 Service Provider shall have implemented and documented appropriate operational, technical and organizational measures to protect Personal Information against accidental or unlawful destruction, alteration, unauthorized disclosure or access. Service Provider will regularly test and monitor the effectiveness of its safeguards, controls, systems and procedures. Service Provider will periodically identify reasonably foreseeable internal and external risks to the security, confidentiality and integrity of the Personal Information, and ensure that these risks are addressed. Service Provider will also monitor its workers and subcontractors for compliance with these requirements. 

4.2
 If the Processing involves the transmission of Personal Information over a network, Service Provider shall have implemented appropriate supplementary measures to protect the Personal Information against the specific risks presented by the Processing.  Sensitive Personal Information may only be transmitted in an encrypted format.
4.3
 Sensitive Personal Information may not be stored on any portable computer devices or media (including, without limitation, laptop computers, removable hard disks or flash drives, personal digital assistants (PDAs), mobile phones, smart phones, CDs or computer tapes) unless the Sensitive Personal Information is encrypted. 

4.4
 Upon request, Service Provider shall provide COMPANY with information about the Service Provider’s information security program. Service Provider shall also submit its data processing facilities for audit, which shall be carried out by COMPANY (or by an independent auditor designated by COMPANY).  Service Provider shall fully co-operate with any such audit.  In the event that any such audit reveals material gaps or weaknesses in Service Provider’s security program, COMPANY shall be entitled to suspend transmission of Personal Information to Service Provider and terminate Service Provider’s Processing of Personal Information until such issues are resolved. 

4.5
 Service Provider will promptly and thoroughly investigate all allegations of unauthorized access to, use or disclosure of the Personal Information. Service Provider will notify COMPANY immediately upon discovery of any unauthorized access to, use or disclosure of the Personal Information, and will promptly mitigate any harmful effect of any such unauthorized access to, use or disclosure. Service Provider shall bear all costs associated with resolving a security breach.

4.6
 When the Service Provider ceases to perform Processing Services for COMPANY, Service Provider will either: (i) return the Personal Information (and all media containing copies of the Personal Information) to COMPANY, or (ii) purge, delete and destroy the Personal Information.  Electronic media containing Personal Information will be disposed of in a manner that renders the Personal Information unrecoverable. Upon request, Service Provider will provide COMPANY with an Officer’s Certificate to certify its compliance with this provision. If any Personal Information is retained by Service Provider, Service Provider warrants that it shall ensure the continued confidentiality and security of the Personal Information and shall not actively Process the Personal Information.

4.7
 Service Provider shall carry appropriate insurance to address the risks from its Processing of the Personal Information.   
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